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Abstract

In federated learning (FL), data providers jointly train a machine
learning model without sharing training data. This makes it chal-
lenging to provide verifiable claims about the trained model, e.g., re-
lated to the employed training data, data sanitization, or training
algorithm—a malicious data provider can simply deviate from the
correct training protocol without detection. Prior FL training sys-
tems have used trusted execution environments (TEEs) to protect
the training computation, relying on the confidentiality and in-
tegrity of TEEs. TEE confidentiality, however, has been shown to
be vulnerable to various attacks, e.g., via side channels.

We describe ExclaveFL, a system for training FL models that
establishes verifiable claims about models through fine-grained
runtime attestation proofs. Since such proofs only require integrity,
ExclaveFL generates them using exclaves, which are integrity-
only execution environments without software-managed secrets,
making them immune to data leakage attacks. ExclaveFL uses
exclaves to attest data transformations during FL training, and the
runtime attestation proofs then form an attested dataflow graph
of the entire training computation. The graph is checked by an
auditor to ensure that the trained model satisfies claims, e.g., about
the use of data sanitization by data providers or aggregation by
the model provider. Since exclaves require minor yet proprietary
firmware changes, we evaluate a variant with similar performance
but slightly weaker security guarantees on existing AMD SEV-
SNP hardware. We show that ExclaveFL introduces less than 12%
overhead compared to unprotected FL model training.
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1 Introduction

As machine learning (ML) models are used in new and diverse
settings, there is an increasing impetus towards providing infor-
mation about how models were trained. For example, the EU AI
Act [21] requires providers of general-purpose ML models to pro-
vide “information on the data used for training, [...] including the
type and provenance of data and curation methodologies (e.g. clean-
ing, filtering etc.), the number of data points, their scope and main
characteristics; how the data was obtained and selected as well as all
other measures to detect the unsuitability of data sources and meth-
ods to detect identifiable biases”. In response to these requirements,
datasheets for datasets [26] describe the composition of training
datasets, and model cards [54] offer information about model train-
ing. Providers of open-source models, e.g., Apertus [31], publish
the training datasets and code; providers of closed-source models
also make claims: e.g., the model card for OpenAI’s GPT-5 describes
how the training data was pre-processed to reduce personal in-
formation [60]. Such claims are also relevant to model providers:
e.g., to demonstrate to regulators that a model has not been trained
on personal or copyrighted data, or to show that a model has been
trained on certain content, e.g., under-represented languages [31].

Currently, such claims about datasets and model training are
made without proof. For closed-source models, it is impossible to
verify claims when interacting with the model via an inference
API. Even for open-source models, verifying that a given model is
indeed the result of executing the provided training code on a given
dataset would require repeating the entire training process, and the
trained model may still differ due to non-determinism. Therefore,
model claims are typically accepted based on reputational trust.

With federated learning (FL) [34, 37, 49], the situation becomes
worse, because training is performed by (potentially many) data
providers, rather than a single model provider. Claims about models
trained using FL thus require reputational trust in all data providers,
as well as the model provider. Yet FL is still appealing in many
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settings because it allows data providers to retain control over
their datasets. Its use has been proposed for applications ranging
from training predictive language models on user input [30, 67], to
training fraud detection models while protecting transaction data
of competing financial institutions [85].

In this paper, we explore whether it is possible to provide veri-
fiable claims about how an FL model was trained. We observe that
this would require systems support during training to discover
deviations from the agreed training protocol that would invalidate
specific claims. For example, the system would have to discover if
a data provider skips a pre-processing step that removes personal
information from a dataset. There could be various reasons for such
deviations, ranging from accidental (e.g., bugs in the training code)
to actively malicious (e.g., skipping steps to reduce costs).

A strawman design for creating an FL training system with
verifiable claims would be to execute the training computation
inside trusted execution environments (TEEs), such as Intel SGX en-
claves [5] or AMD SEV-SNP confidential virtual machines (VMs) [3].
TEEs ensure that the integrity and confidentiality of computation
are preserved by the hardware: TEE memory is isolated, and TEEs
offer attestation proofs, which contain a signed measurement of
the TEE memory taken at deployment time. Indeed, prior designs
of FL training systems have used TEEs to offer claims about trained
models through attestation proofs [28, 65, 68].

We argue, however, that TEEs are the wrong abstraction to create
verifiable claims about FL model training for two reasons:
(1) Focus on static attestation proofs. In TEE-based FL training
systems [28, 65, 68], TEEs take memory measurements at deploy-
ment time to produce static attestation proofs, which establish that
the TEE runs the expected FL system and training code. A model
provider can check each data provider’s static attestation, e.g., when
establishing an initial authenticated network connection [68]. Such
static attestation proofs, however, are hard to relate to claims about
the final trained FL model: verifiable claims depend on how the
training process was carried out at runtime, but a static attestation
proof only captures the state at the start of the training process.
(2) Reliance on confidentiality. TEE implementations typically
require confidentiality to provide unforgeable attestation proofs.
Therefore, a distributed TEE-based FL training system that relies on
attested TLS connections [28] would be vulnerable to an adversarial
data provider that leaks the attestation-endorsed TLS session key
from their TEE: this would allow them to deviate from the correct
training protocol without detection by providing a correct attesta-
tion. TEEs strive for confidentiality by isolating TEE memory from
external access. In practice, this is challenging due to advanced
confidentiality attacks, e.g., using side channels [45, 72, 80].

We conclude that FL training should instead rely on runtime
attestation proofs about data transformations during FL training.
The fact that data transformations, such as data sanitization [61],
local training [37], poisoning checks [24, 36, 86], and model ag-
gregation [86], have been carried out faithfully can be related to
claims about the final trained FL model. Importantly, these runtime
attestation proofs only require guarantees about the integrity of
data transformations and not their confidentiality. Our approach
can thus avoid the more challenging security model of TEEs, which
must protect against both confidentiality and integrity attacks.

To realize the above approach, our work makes the following
two contributions:
(1) We describe a new abstraction called an exclave, which is a
hardware-based integrity-only execution environment. The security
guarantees of exclaves do not depend on keeping data secret from
the exclave operator. Unlike in TEE implementations, the integrity
of exclaves is still preserved even if the exclave operator reads all
data within the exclave, either directly or through a side channel.
Exclaves support attestation through a hardware-based mechanism
(e.g., a security co-processor [3]) to measure code integrity and sign
attestation proofs at runtime, which can include runtime data. The
attestation signing keys are used and maintained by the hardware
only, and are never accessible to software, making exclaves more
resilient to data leakage attacks. We show how exclaves can be real-
ized through minor modifications of existing TEE implementations.
(2) With the help of exclaves, we describe the design and imple-
mentation of ExclaveFL, a system for executing FL training jobs
that provides verifiable claims about trained FL models. ExclaveFL
uses exclaves to generate runtime attestation proofs of all executed
data transformations in the FL job: this covers the transformations
performed by data providers and the aggregations performed by
the model provider in each training round. Each attestation proof,
which we call an exclave data record (EDR), binds together (through
hashes): (i) the data inputs to a transformation; (ii) the code per-
forming a transformation; and (iii) the resulting data output of a
transformation. EDRs are collected and used to construct an end-
to-end exclave dataflow graph (EDG) that then establishes global
properties. The EDG provides a complete and integrity-protected
representation of all data transformations that led to a final trained
FL model. It can be used by an auditor to verify claims about the FL
model, e.g., that data pre-processing and model training have been
carried out faithfully by data providers and that the model provider
has aggregated the contributions of all data providers without bias.

We create a prototype implementation1 of ExclaveFL that ex-
tends an existing FL framework, NVFlare [70], to execute all FL data
transformations inside exclaves. ExclaveFL achieves this without
requiring changes to the framework implementation. Since our
exclave design requires minor modifications to proprietary TEE
firmware, we implement an exclave variant on AMD SEV-SNP us-
ing a virtual TPM [53], which offers similar performance but with
slightly weaker security guarantees.

Our experiments show that ExclaveFL can produce verifiable
claims with low overhead: the execution of an FL training job
within exclaves and the generation of runtime attestation proofs
reduce training throughput by less than 12% compared to a baseline
without any security guarantees.

2 Verifiable Claims in Federated Learning

We provide background on federated learning (§2.1) and discuss
the challenges when providing verifiable claims about trained mod-
els (§2.2). We then introduce trusted execution environments (§2.3)
and survey whether such approaches (and other techniques) can
provide suitable verifiable claims (§2.4). Finally, we describe the
threatmodel and security requirements for our desired solution (§2.5).

1https://github.com/microsoft/exclave-fl

https://github.com/microsoft/exclave-fl
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Figure 1: Overview of federated learning

2.1 Federated learning

Federated learning (FL) trains machine learning (ML) models while
allowing data providers to retain control over their data. While FL
applies to many scenarios, we consider the specific case of collab-
oration between multiple participants who wish to train models
jointly using proprietary datasets, either for commercial gains, or to
obtain models for their own use. As shown in Fig. 1, FL participants
jointly train a model: data providers perform training locally using
their own datasets and periodically send updates (either gradients
or models) to a centralized model provider. The model provider ag-
gregates the updates and distributes updated model versions to the
data providers. This process repeats for a fixed number of rounds
until the model converges. Techniques exist to protect the datasets
or the quality of the trained FL model. For example, data providers
may apply differential privacy (DP) [20] to bound the contribution
of individual data records in the training dataset. To ensure the
quality of the trained FL model, FL jobs may include algorithmic
approaches that detect or mitigate poisoning attacks [77], e.g., using
outlier detection [77] or robust aggregation [8, 86].

2.2 Claims about trained FL models

It is an increasing requirement to provide information about as-
pects of the training process for ML models. Proposals for pro-
viding such information, now used in practice, include datasheets
for datasets [26] and model cards [54]. Analogous to their use in
electronics, datasheets for datasets describe the composition and
intended use of a training dataset; model cards perform a similar
function for a trained model. Model cards should ideally include
information about the training algorithm and the training datasets
(e.g., by referring to the datasets’ datasheets), as well as details of
any dataset pre-processing (e.g., to filter certain types of content).

In fully open-source models, the exact training code and dataset
are made publicly available. In open-weight or closed-source mod-
els, the training code and dataset may be confidential, but model
providers may still make public claims about the training code,
dataset, and pre-processing. For example, the card for OpenAI’s
GPT-5 model claims that their data processing pipeline “includes
rigorous filtering to maintain data quality and mitigate potential
risks” and uses “advanced data filtering processes to reduce personal
information from training data” [60]. For all types of models, in-
formation about training may need to be provided to regulators.
For example, Article 53 of the EU AI Act requires model providers
to provide this information, “upon request, to the AI Office and the
national competent authorities” [21].

Making claims about FL training, e.g., that particular datasets
or attack mitigations have been used, is even more challenging.
Claims about a trained FL model require trust in all participants
who contributed to the training. There could be various reasons
for any of these participants to deviate from the agreed training
protocol, either unintentionally or deliberately. For example, a data
provider may accidentally omit or misconfigure steps when pre-
processing training data, leading to undesirable data being used for
training. Alternatively, they may promise to train on a particular
dataset but only train on a subset of this data to reduce costs.

It is an open challenge how to verify such claims about model
training, even with access to the training code and datasets. For
closed-source models that are only accessible via inference APIs,
it is impossible to verify claims about model training; for open-
source models, one could attempt to repeat the training process,
but depending on the model size and training duration, this may
require significant hardware resources, thus incurring substantial
costs. Even if this were feasible, there is no guarantee that the
trained model would match the original model due to the inherent
non-determinism in the training process. Therefore, claims about
model training typically have to be accepted based on reputational
trust in the entity making the claims. In an FL scenario, however,
this reputational trust would have to extend to all participants,
i.e., the model provider and all data providers.

2.3 Trusted execution environments

Trusted execution environments (TEEs) [3–5] try to ensure both
the confidentiality and integrity of execution in a verifiable manner.
Code and data in TEE memory are isolated, which prevents even
privileged attackers, such as malicious administrators, operating
system (OS) kernels, or hypervisors, from accessing or tampering
during execution. TEEs also support attestation [11] for external
parties to verify a measurement taken over TEE memory, including
both code and data. TEEs, including attestation mechanisms, are
implemented in hardware, e.g., relying on memory encryption,
memory access checks, and hardware signatures for attestation.

TEEs exist at different granularities: ARM TrustZone [59] pro-
vides a separate secure world; Intel Software Guard Extensions (SGX)
offers isolation at a process granularity using enclaves; more re-
cently, VM-based TEEs, such as AMD SEV-SNP [3], Intel TDX [12,
84], and ARM CCA [4, 47], isolate entire VMs from the hypervisor
and other privileged system software.

Hardware support for TEEs has also been integrated into GPUs.
For example, Nvidia’s H100 GPUs support a unified TEE that spans
the CPU and GPU [17, 29]. In particular, it protects sensitive GPU
state, including GPU memory and configuration registers, from
external access. Communication between the CPU-based TEE and
the GPU is encrypted and integrity-protected. Graphcore IPUs
provide similar TEE functionality [81].

2.4 Approaches for verifiable claims

Since TEEs protect computation at a hardware level and provide
attestation proofs, an FL model provider could require all data
providers to perform their model training inside TEEs and use
remote attestation to demonstrate this in a provable manner. Exist-
ing approaches therefore propose hosting FL training jobs inside
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TEEs: CFL [28] demonstrates how to run FL frameworks in TEEs
using SEV-SNP VMs coupled with NVIDIA Confidential GPUs; Se-
cureFL [42] is an FL training system that integrates SGX-based TEEs
with ARM TrustZone on the edge to ensure privacy of both models
and data; PPFL [55] uses TEEs to prevent model and data providers
from observing the model during training, which avoids member-
ship inference attacks; SecFL [65] includes a policy manager to
enforce attestation policies agreed between all clients; OpenFL [68]
uses SGX-based TEEs during FL execution to prevent model leakage;
GradSec [52] targets FL privacy threats by protecting a subset of the
model layers inside TEEs; CrowdGuard [69] mitigates model poi-
soning attacks by employing TEEs for client-side cross-validation
on local models; Laminator [19] and Atlas [75] use TEEs to attest
certain properties of centralized ML training and inference.

Using TEEs to provide verifiable claims about a trained FL model
gives rise to two challenges: (1) the attestation proofs offered by
TEEs are based onmeasurements of the TEEmemory at deployment
time. Such static attestation proofs include a hash over the FL job
and framework code. Typically, they do not include a hash over the
datasets, because the data may be unavailable at deployment time.
This makes it challenging to relate such an attestation proof to any
claims about the final FL model: for an auditor to verify claims
linked to such proofs, they would have to re-run the attested FL
training job and observe if they obtain the same final FL model.

In addition, (2) TEE attestation relies on the confidentiality of
TEE memory, because typical attestation implementations, e.g., In-
tel SGX quoting enclaves, rely on attestation keys stored in TEE
memory. Since TEEs guarantee confidentiality, such an approach
is sound, unless confidentiality is compromised. Here, TEEs have
witnessed a long sequence of data leakage attacks that can disclose
secrets from TEE memory, often by exploiting difficult-to-mitigate
architectural and micro-architectural side channels [40, 45, 46, 82].
If such attacks are used to leak the attestation key from a TEE, the
integrity of attestation proofs can be compromised by an adversary.
This would enable the adversary to produce bogus attestations,
which they could use as evidence for false model claims.

Such vulnerabilities extend beyond leaking the attestation key
itself. Even for TEEs such as AMD SEV-SNP, which keep the root
attestation signing keys in a separate security co-processor, attesta-
tion mechanisms use the root keys to attest other keys, which then
reside in TEE memory (e.g., TLS session keys). If such an attested
key is extracted from TEE memory, an adversary could use it to
send arbitrary model updates via the attested TLS connection while
still appearing to be attested correctly.

Prior work has observed that guarantees about confidentiality
and integrity could be separated in trusted execution. Sealed-glass
proofs (SGP) [78] use SGX-based TEEs as “transparent enclaves”
to provide attestation proofs of computation over secret inputs,
while allowing a host to inspect the TEE memory. Transparent
enclaves, however, still assume that attestation keys remain secret:
with SGX enclaves, the attestation key is held inside a separate
quoting enclave (QE) residing in TEE memory, which makes it
vulnerable to side-channel attacks [80].

Instead of relying on hardware mechanisms, other approaches
have used algorithmic and cryptographic techniques to establish
claims about trained models. Proof of learning approaches [1, 35]
build on techniques such as proof-of-work (PoW) [56], verified

computation [27], and zero-knowledge proofs [25, 63]. These ap-
proaches, however, either incur prohibitively high overheads or can
be subverted [22, 89]. For example, zero-knowledge proofs such
as zkSNARK [63] introduce orders-of-magnitude computational
overheads [25]; PoW-based mechanisms [10] require the majority
of the participants to follow the protocol correctly. This assumption
does not hold in FL because participants are mutually distrusting.

2.5 Threat model and security goals

We assume that any participant in the FL training job (i.e., a data
provider or the centralized model provider), or a set of colluding
participants, could be adversarial. This also includes the case in
which honest participants have been compromised by an adversary.
Adversary’s goal. The adversary aims to deviate from the prede-
fined FL training protocol in a way that modifies or influences the
final FL model, and for this deviation to remain undetectable by
other participants and/or third-party auditors. This goal encom-
passes many specific attacks that participants could attempt: e.g., an
adversarial data provider may perform fewer training rounds to
reduce resource costs, skip a pre-processing step that would other-
wise filter out specific data, or alter their dataset during training to
bias the model; similarly, an adversarial model provider may omit
updates from specific data providers during aggregation to bias the
model, or send different models to different data providers to infer
information about a particular provider’s private dataset [62]. More
generally, any adversarial participant may want to deviate from the
predefined FL training protocol by changing their training code, or
modifying or falsifying data transferred during the FL training job.
Adversary’s capabilities. We assume a strong adversary with
privileged access to a participant’s system. This includes full con-
trol of the OS and hypervisor of a participant’s machine, as well
as the ability to intercept and modify all inbound and outbound
network communication. In addition, the adversary can carry out
side-channel attacks to leak memory contents, including TEE mem-
ory. We assume, however, that the adversary does not carry out
advanced physical attacks against the hardware, such as physically
extracting keys from a separate on-chip security co-processor, due
to the high costs and expertise required.
Security guarantees. ExclaveFL aims to ensure that the afore-
mentioned adversary cannot deviate from the predefined FL train-
ing protocol, in a way that modifies or influences the final model,
without detection. ExclaveFL thus enables any participant or third-
party auditor to verify claims about the FL training process. We
define a verifiable claim to be any statement about the FL training
process that could have been made by a (hypothetical) trusted om-
niscient observer with full visibility of the training process. Claims
could include statements about the executed code for training and
aggregation, the number of participants and rounds, or any other
runtime property of the FL job. It is also possible to make statements
about the precise data used for training, but sometimes it is desir-
able for the data to remain private to the data providers. In such
cases, statements can be made about a representation of the data,
e.g., a blinded hash to confirm that the data has not been changed
during FL training. In addition, claims may make statements about
what pre-processing (e.g., data filtering) has been performed.
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Security non-goals. Given our assumed adversary’s capabilities,
we cannot prevent deviation from the FL training protocol, but only
require detection. Similarly, we cannot guarantee the availability
of verifiable claims—there are various ways in which our strong
adversary can prevent such claims from being made (e.g., through
a denial-of-service attack). In addition, we do not provide model
confidentiality from data providers. Instead, we assume FL scenarios
in which the trained model is ultimately shared with all partici-
pants, e.g., a group of hospitals that is jointly training a model on
patient data. Finally, we do not aim to detect the poisoning of a
training dataset before training begins. There is a large body of
related work on the detection or prevention of such attacks [83].
ExclaveFL supports such mitigations by (i) ensuring that they have
been applied correctly by the respective participants; and (ii) allow-
ing third parties to verify that they were in place during training.

3 Exclaves

We introduce exclaves, a new abstraction that overcomes the chal-
lenges described above. We first explain the exclave concept (§3.1)
and then describe how exclaves can be implemented (§3.2).

3.1 Exclave concept

Current TEE implementations use attestation to establish a trust re-
lationship between the TEE and a verifier. For example, an attested
TLS network connection [79] can prove that the verifier is com-
municating with a TEE and that all messages received via the TLS
connection were sent by that TEE. An adversary with the ability
to leak data from a TEE (e.g., through side channels), however, can
undermine the security guarantees of current TEE implementations
when used to secure FL training (see §2.5). In the above example, the
adversary could leak the session key of the attested TLS connection
and masquerade as the TEE. In the presence of such an adversary,
we therefore cannot rely on secrecy of data within the TEE.
Exclaves. We introduce the exclave, which is an integrity-only
execution environment that does not contain data that must be
kept secret from an adversary. Similar to TEEs, an exclave ensures
that code is executed without external interference, and that the
data within the exclave can only be modified by code within the
exclave. An exclave thus offers integrity guarantees for its code and
data, even against privileged software running on the same host.

Unlike TEEs, exclaves do not provide confidentiality guarantees—
the only piece of data that must be kept secret is a single attestation
signing key. As we explain in §3.2, the attestation key can be held
by a security co-processor, which is hardened against side-channel
attacks by being physically separate [23]. While TEEs can execute
the same workloads as exclaves, the attestation mechanisms of
TEEs assume confidentiality of TEE memory.

Code that executes inside an exclave can request the security
co-processor to produce a signed attestation report, which contains
(i) a measurement of the exclave’s code and data at deployment
time and (ii) user-defined data supplied by the application code
inside the exclave at runtime. This allows the attestation report to
prove that a particular claim was made by the exclave at runtime.
Exclave Data Records (EDRs). The attestation report can be used
to produce an unforgeable record of the data transformations car-
ried out by the exclave, i.e., any computation that takes a set of

data inputs and produces a set of data outputs. Exclaves can thus
be used to attest individual data transformations at runtime. After
performing a data transformation within an exclave, the exclave
can produce a runtime attestation proof that binds the data trans-
formation to the specific code and data of the transformation. We
refer to such an attestation proof as an exclave data record (EDR).

More formally, an EDR is an existence proof that at least one ex-
ecution of the specified code carried out the stated data transforma-
tion. In terms of its implementation, an EDR is a signed statement
that contains (i) a measurement of the exclave’s code, defining
the computation; and (ii) a representation of the data transfor-
mation, containing two key/value structures: one for inputs and
another for outputs. The keys uniquely identify inputs and out-
puts (e.g., model_weights or training_data); the values are fixed-
size cryptographic hashes of the input and output data. Analogous
to TEEs, an exclave’s code measurement is a hash of the code pages
loaded at deployment time. Given access to the code, a verifier can
thus recompute the hash and compare it against the measurement.

3.2 Exclave implementation

An exclave can be implemented with minor modifications of a TEE
implementation, such as AMD SEV-SNP [3], by reusing its isolation
and hardware-based attestation mechanisms. With AMD SEV-SNP,
exclaves can rely on the memory isolation enforced by the memory
management unit (MMU): during address translation, the MMU
checks the access policy stored in the reverse map table (RMP),
which is managed by the CPU and the platform security proces-
sor (PSP) [3, 7, 38]. The exclave uses the PSP to generate hardware-
signed attestation reports at runtime. The signing key for attestation
reports, i.e., the versioned chip endorsement key (VCEK) [3, 11], is
stored and managed by the PSP only.

Exclaves, however, must generate runtime attestation reports by
passing data securely to the PSP, without relying on shared software
secrets—any software secret would violate their secret-free nature.
In AMD SEV-SNP, each TEE maintains VM platform communication
keys (VMPCKs) to protect communication with the PSP. An exclave
implementation using AMD SEV-SNP must therefore protect PSP
communication through an MMU access check instead of a shared
secret: the exclave must use a special protected page, accessible only
by the exclave and the PSP, to create attestation reports.

An exclave implementation using AMD SEV-SNP would thus
require the following firmware changes: with exclaves as CVMs, a
protected page could be implemented as a runtime-accessible ana-
logue of SNP’s existing secrets page, which is RMP-protected, guest-
owned, but PSP-writable only on provisioning. This change would
require: (1) defining a new guest-owned protected page, whose
RMP entry has the same metadata as the secrets page (e.g., ex-
clave’s guest ASID, validated-bit, etc.); (2) extending the firmware
with functionality for the PSP to read/write this protected page
at runtime and not only at provisioning time; and (3) recording
this page type as PAGE_TYPE_PROTECTED and provisioning it during
exclave creation (similar to secrets page provisioning).

With these changes, access to the protected page would be en-
forced by SNP’s RMP check, enabling secret-free attestation. These
firmware changes would be feasible, because they reuse the exist-
ing implementation of the secrets page protection. Moreover, they
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would not affect the verification of the CVM’s initial state post-boot:
the expected hash of the CVM firmware image would need to be
updated, but this is the same as for a standard firmware update.

For other TEE implementations, achieving secret-free attestation
would require the removal of privileged software components, such
as security monitors (SMs), from the runtime attestation process. For
example, the Keystone TEE [44] would require a secure hardware
signer (e.g., HSM/TPM [88]), making its SM an untrusted proxy for
attestation requests to that hardware signer. Compared to other
TEEs, AMD SEV-SNP already provides hardware-signed runtime
proofs by the PSP, which matches an exclave’s requirements.

Sincewe cannotmodify the proprietary AMDSEV-SNP firmware,
we emulate equivalent signing functionality for exclave attestation.
As we describe in §6.3, our exclave implementation on unmodi-
fied AMD SEV-SNP hardware emulates the modified attestation
approach using a virtual TPM as a stand-in for the PSP’s attestation
functionality, which yields comparable performance.

4 Exclave Federated Learning

We describe the design of Exclave Federated Learning (ExclaveFL),
a system that produces verifiable claims about an FL training pro-
cess and the resulting model. ExclaveFL uses exclaves to produce
runtime attestation proofs, in the form of EDRs, of all data trans-
formations leading to a final trained FL model. The collected set of
EDRs thus provides a trustworthy end-to-end record of the training
process over all FL computation rounds. An auditor can use the
EDRs to verify claims about the trained FL model (see §5).

The use of exclaves in an FL training system introduces two
challenges: (i) the integrity of the claims must not depend on the
confidentiality of the FL training process, because, unlike TEEs,
exclave execution is visible to FL participants; and (ii) to keep the
TCB small, the claims should only require the minimum amount
of code to be integrity-protected (i.e., executed inside exclaves).
In particular, the claims should not rely on the integrity of the FL
framework code, as long as the EDRs attest the data transformations
to establish correctness.

As shown in Fig. 2, ExclaveFL executes an FL training job as
a sequence of FL tasks that define the data transformations. Data
providers and the model provider execute tasks in each training
round. An FL framework such as NVFlare [70] provides the task
implementations, orchestrates task execution and offers APIs for
data movement between tasks. ExclaveFL then executes each task
within an exclave, which ensures execution integrity and produces
EDRs for each data transformation.

In an FL job, the tasks executed by data providers may include:
(i) a local training task that takes a global FL model, reads a dataset
from storage, computes a local model update, and returns the up-
dated local model; and (ii) a differential privacy (DP) task that inputs
a local model update, adds DP noise to protect privacy, and outputs
a DP-protected local model update. A model provider may execute:
(iii) an aggregation task that receives DP-protected local model up-
dates from data providers and outputs an aggregated model; and
(iv) a model update task that converts the aggregated model to a
global FL model. The updated global FL model is sent to the data
providers ahead of the next training round. Note that the rest of
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Figure 2: Design of ExclaveFL (Exclaves are shown in green.)

the FL framework executes outside of exclaves, thus keeping the
TCB limited to the data transformations that affect the FL model.

Since ExclaveFL executes tasks inside exclaves, the produced
EDRs create a trustworthy record of the executed data transfor-
mations. For example, an EDR produced by the aggregation task
contains hashes of (i) the local model updates received by the task in
a round and (ii) the computed aggregated model; an EDR produced
by the model update task has hashes of (i) the aggregated model,
(ii) the previous global model, and (iii) the updated global model;
and an EDR produced by the local training task contains hashes of
(i) the received global model, (ii) the training dataset, and (iii) the
updated local model. If the FL job executes faithfully, the EDRs
must show that the correct code for the task implementations was
run. In addition, the hashes of the data inputs/outputs in the EDRs
must match between EDRs produced by different tasks: e.g., the
output hash of the updated global model in the EDR generated by
the model update task (executed by the model provider) must match
the input hashes of the global model in the EDRs generated by the
local training tasks (executed by the data providers).

When the local training task reads a dataset from storage, Ex-
claveFL must ensure that the input hash in the EDR remains valid.
Therefore, a data provider must provide the training dataset as an
integrity-protected disk image [39], protected by a Merkle tree [51]
to preserve the integrity of the blocks. When the dataset is accessed
by the local training task in the exclave, ExclaveFL checks the
dataset blocks against the Merkle tree. The root hash of the Merkle
tree (combined with a random salt) serves as a non-revocable data
commitment to the training dataset, which is included in the EDR.

When exclaves produce EDRs, the EDRs are sent to an EDR
storage service. This service maintains all generated EDRs during job
execution and makes them available for auditing. Note that the EDR
storage service does not need to be trusted: since EDRs are integrity-
protected by a cryptographic signature, any tampering is detectable.
If individual EDRs are withheld by an adversary from the EDR
storage service, this is revealed by the introduced inconsistencies
between EDRs (see below). As we explain in §5, an auditor can
check the EDRs for mismatches and inconsistencies, which indicate
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Figure 3: Example of an Exclave Dataflow Graph (Edges show reverse
dataflows; nodes show Training, DP, Aggregation, and Model update tasks.)

a deviation from the faithful execution of the FL job and invalidate
the claims about the trained FL model. The auditor can be an FL
participant, a consumer of the trained FL model who needs to verify
correct training, or a regulator who audits the training process.

5 Auditing of Verifiable Claims

Auditing verifiable claims involves constructing a graph based on
the EDRs (§5.1) and then verifying the claims against the graph (§5.2).

5.1 Constructing exclave dataflow graphs

The EDRs collected by the EDR storage service are used to construct
a directed acyclic graph, which we refer to as the exclave dataflow
graph (EDG). Fig. 3 shows a sample EDG: each vertex 𝑣 ∈ 𝑉 is an
EDR, which is defined by the tuple (in, code, out), which refers to
the data input, code, and data output hashes from that exclave exe-
cution, respectively. Each edge 𝑒 ∈ 𝐸 represents the (reversed) data
flow between exclaves; it points from the downstream (consumer)
vertex 𝑣𝑦 to the upstream (producer) vertex 𝑣𝑥 :

𝐸 = {(𝑣𝑦, 𝑣𝑥 ) | 𝑣𝑦, 𝑣𝑥 ∈ 𝑉 and 𝑣𝑦 .in ∩ 𝑣𝑥 .out ≠ ∅} (1)

The edge label represents the data that flows between the two
exclave executions. It is defined as the non-empty intersection of
the outputs of 𝑣𝑥 and the inputs of 𝑣𝑦 (since exclaves may have
multiple inputs and outputs for a single execution):

𝑙 (𝑣𝑦, 𝑣𝑥 ) = 𝑣𝑦 .𝑖𝑛 ∩ 𝑣𝑥 .𝑜𝑢𝑡 (2)

We define the EDG = (𝑉 , 𝐸, 𝑙) as a collection of vertices 𝑉 , re-
versed dataflow edges 𝐸, and the edge label function 𝑙 . For auditing,
Alg. 1 shows how ExclaveFL constructs an EDG from a collection
of EDRs 𝑣 , which are attested as 𝜎 (𝑣). For each EDR, ExclaveFL first
verifies the attestation with the hardware manufacturer, e.g., using
AMD’s Key Distribution Service [38] (line 1). If the verification
succeeds, ExclaveFL adds the EDR to the EDG as a vertex; if it fails,
e.g., due to an invalid signature or other tampering, the vertex is
ignored (see Fig. 4a).

ExclaveFL adds edges to the EDG by iterating over vertices.2 If
the inputs of an EDR vertex match the outputs of another, an edge is
added between the vertices, labeled with the dataflow between the
exclaves (lines 10–14). If the data was modified outside the exclave,
e.g., by an adversary during transit, there is no match, and no edge
is added due to the input/output mismatch (see Fig. 4b).

Algorithm 1 Constructing an EDG for auditing
Input: Collection of vertices 𝑣 ∈ 𝑉 ′ , attestation reports 𝜎 (𝑣) ∈ Σ
Output: 𝐸𝐷𝐺 = (𝑉 , 𝐸, 𝑙 )
1: 𝑉 ← {𝑣 | verify_attestation_report (𝜎 (𝑣) ) = true}
2: 𝐸𝐷𝐺 ← {𝑉 , 𝐸 = ∅, 𝑙 = ∅}
3: // Step 1: Index vertices by input
4: for each {𝑣𝑦 ∈ 𝑉 } do
5: for each {𝑖𝑛𝑝𝑢𝑡 ∈ 𝑣𝑦 .in} do
6: append 𝑣𝑦 to 𝑣𝑒𝑟𝑡𝑒𝑥𝑂𝑓 [𝑖𝑛𝑝𝑢𝑡 ]
7: // Step 2: Create edge when input and output match
8: for each {𝑣𝑥 ∈ 𝑉 } do
9: for each {𝑜𝑢𝑡𝑝𝑢𝑡 ∈ 𝑣𝑥 .out}
10: if {𝑣𝑒𝑟𝑡𝑒𝑥𝑂𝑓 [𝑜𝑢𝑡𝑝𝑢𝑡 ] ≠ ∅}
11: for each {𝑣𝑦 ∈ 𝑣𝑒𝑟𝑡𝑒𝑥𝑂𝑓 [𝑜𝑢𝑡𝑝𝑢𝑡 ] }
12: 𝑒 ← (𝑣𝑦 , 𝑣𝑥 )
13: 𝑙 (𝑒 ) ← 𝑣𝑦 .in ∩ 𝑣𝑥 .out
14: 𝐸 ← 𝐸 ∪ {𝑒 }, 𝑙 ← 𝑙 ∪ 𝑙 (𝑒 )
15: return (𝑉 , 𝐸, 𝑙 )

5.2 Checking verifiable claims

The constructed EDG is audited to verify claims about the FL model.
Next, we describe the verifiable claims using examples of training-
time deviations and explain how an auditor would detect them:
Claim 1: Correct FL training algorithm implementation. Any
participant could modify the code of tasks before deployment. For
example, a data provider could modify the training and DP tasks to
skip data integrity checks, ignore certain training data, inject too
much noise, or modify model updates. A model provider could mod-
ify the aggregation or model update exclaves to omit inputs, change
aggregation, modify model weights, or distribute different models
to participants. The modified code would be measured by exclaves
and recorded in the EDR. Since the auditor traverses the EDG and
checks each vertex against a list of acceptable code measurements
for tasks in the FL job, they would detect the claim violation.
Claim 2: Correct transmission of training data. A malicious
participant could modify the data in transit, either between ex-
claves (Fig. 4b), or when sent by the FL framework between partici-
pants. This would result in a mismatch between EDR outputs and
inputs, omitting the edge from the EDG. Due to the missing output
edge from a vertex, the auditor would identify the claim violation.
Claim 3: Correct use of DP/unbiased data aggregation. As
shown in Fig. 4c, a malicious participant could bypass the DP task
execution and send the training task’s output directly without DP
noise to the model provider, e.g., to increase the impact of their
harmful data records. Similarly, a model provider could introduce
bias by dropping contributions from certain data providers. This is
more subtle than the previous attacks, because it still results in a
complete EDG. The shape of the resulting EDG, however, would
differ: it would miss vertices/edges, or have edges that spanmultiple
training rounds, which would be detectable by the auditor.
Claim 4: Integrity of training dataset. Amalicious data provider
could add, remove, or modify a dataset after training has com-
menced (e.g., performing an adaptive poisoning attack [87]). If the
data is modified while being read by an exclave, the verification
against the Merkle tree fails; if the dataset is modified between

2In practice, the FL job structure can be used to ascertain the vertices that should be
connected, thus avoiding naive iteration.
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Figure 5: ExclaveFL implementation

training rounds (see Fig. 4d), the hash of the modified dataset is
recorded in the EDG, allowing the auditor to discover the change.
Claim 5: Appropriate dataset sanitization. A data provider may
use a non-compliant dataset without sanitization, e.g., with harmful
content or personal information. If the FL job includes a sanitization
task, its correct execution is recorded by the EDRs. Therefore, an
auditor can compare the training task’s input dataset commitment
against the set of data commitments produced by the sanitization
task (Fig. 4e). An adversary may skip sanitization, or excessively
filter their data to contribute less; both are detectable due to the
code measurement of the data sanitization task in the EDG. Note
that the auditor does not require access to the plaintext dataset to
detect whether the dataset was exposed to a given sanitization task:
EDGs only contain the data hashes, because ExclaveFL audits the
training process rather than the training data.

6 ExclaveFL Implementation

In this section, we describe the ExclaveFL implementation (§6.1)
and its components (§6.2), as well as our implementation of exclave
attestation (§6.3) and integrity-protected data storage (§6.4).

6.1 Overview

A goal of the ExclaveFL implementation is to be compatible with
different FL frameworks and to support existing FL frameworks
with minimal code changes. To achieve this, ExclaveFL adopts an
orchestrator/worker model in which an untrusted FL framework
orchestrates the FL job and task execution inside exclaves.

Table 1: FL tasks deployed in exclaves

Exclave Task API Description

Training StartTrain(...) Receives global model
GetWeight(...) Returns local model

DP AddNoise(...) Performs local DP

Aggregation Accept(...) Receives local models
Aggregate(...) Aggregates local models

Model Update ModelUpdate(...) Applies diff to full model

Fig. 5 shows how ExclaveFL integrates with an FL Framework:
a model provider submits an FL job description to the FL Frame-
work 1 . The framework orchestrates the job according to its descrip-
tion, and allocates FL tasks to exclaves via Exclave Connectors 2 ,
which are ExclaveFL components that invoke exclaves. When an
exclave receives a task, an Exclave Manager 3 forwards its payload
(e.g., global model) to a Task Executor. During task execution 4 , the
task can access persistent storage via a Secure Storage module 5 ,
which provides integrity protection for on-disk datasets. When the
task completes, a Runtime Attestor 6 attests the EDR of the exclave.
The execution result (e.g., a local model) is then returned.

6.2 Components

Our ExclaveFL implementation has the following components:
FL Framework. ExclaveFL uses NVFlare [70], which is an open-
source distributed FL framework by Nvidia. It provides FL task
implementations for many FL algorithms, e.g., federated averaging,
federated optimization, and secure aggregation, and other building
blocks, e.g., model trainers, model aggregators, and task filters.
Tab. 1 shows a set of FL tasks used in a typical FL job. ExclaveFL
executes all of these tasks inside exclaves.
Exclave Connectors are gRPC clients [32] that NVFlare uses to
execute FL tasks in exclaves. They are implemented as NVFlare
components, which makes them compatible with the NVFlare API.
To add an exclave, ExclaveFL includes an Exclave Connector in
NVFlare’s job description file. This approach of using Exclave Con-
nectors avoids direct modifications to the NVFlare code.
Exclaves are implemented as confidential VMs (CVMs) using AMD
SEV-SNP [3]. Within each CVM, gRPC servers can execute FL tasks.
ExclaveManagers expose exclave interfaces to NVFlare to support
the orchestration of FL jobs. Exclave Managers receive FL tasks
from NVFlare, deserialize payloads, and forward payloads to the
Task Executor. They then take the execution results from the Task
Executor and pass them to NVFlare.
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Task Executors execute tasks inside exclaves. They receive FL
tasks from the Exclave Manager, load the data/code, and execute
the tasks. For example, the Task Executor for LLM training loads
the model, the training code, and the training dataset. ExclaveFL
reuses FL task execution code from NVFlare with minimal changes.
The Runtime Attestor constructs EDRs and interacts with a vir-
tual Trusted Platform Module (vTPM) [53] for attestation. During
task execution, it records the storage accesses and monitors request-
s/responses passing through the Exclave Manager to get exclaves’
input and output data. It stores a hash of each data item together
with metadata describing the intended usage (e.g., input/output)
and properties (e.g., model/dataset). After an input/output pair is
collected, it builds a nested JSON object: keys contain the data usage
and properties, and the values contain data hashes. The Runtime At-
testor invokes the vTPM’s signing API with a SHA-256 digest of this
object, which the vTPM signs together with a system measurement
to produce an EDR.

6.3 Attestation

To prototype exclave attestation without firmware modifications,
we use a vTPM [53] and virtual machine privilege levels (VMPL) [3].
We run the vTPM in VMPL 0 (highest privilege), and exclaves in
VMPL 2 (lower privilege); VMPL 1 remains unused, following exist-
ing AMD SEV-SNP deployment practices [14]. The MMU and RMP
enforce isolation: lower privilege levels (i.e., exclaves) cannot inter-
fere with higher ones (i.e., vTPM), protecting the attestation process.
The vTPM provides attestation primitives (measurement and sign-
ing), and its signing key is endorsed by the PSP on CVM launch.
Attestation requests/responses pass through the RMP-protected,
VMPL 2 memory region, writable by the vTPM and exclaves. The
vTPM reads the runtime claim’s hash, extends it into PCR23, signs
the PCRs, and writes the signed report.

This approach makes the vTPM an emulation of AMD’s PSP
with our proposed firmware modifications. While this provides
a significant degree of security, there is residual risk because the
vTPM runs on the main CPU and shares micro-architectural state
(e.g., CPU caches) with attacker-controlled processes. While hav-
ing the vTPM at a higher privileged VMPL increases attack diffi-
culty, moving the attestation signing key to a separate co-processor,
as done by exclaves, would eliminate this risk. This also aligns
with the planned evolution of TEEs: e.g., in future generations, In-
tel TDX [12] proposes to create attestation quotes using separate
security hardware [33].

6.4 Secure storage with commitment

The Secure Storage module offers integrity-preserving, verifiable
storage for exclaves, which protects both datasets and task code.
Datasets. ExclaveFL uses Linux’s dm-verity [39] for integrity pro-
tection, which checks accessed disk blocks against a Merkle tree.
Data providers use the dm-verity tool to package datasets with a
Merkle tree. The generated data commitment is a unique measure-
ment over the dataset, which is included in EDRs by the Runtime
Attestor. When setting up an exclave, ExclaveFL mounts the data
disk and checks the data commitment against the Merkle tree.

Code. ExclaveFL also uses dm-verity protection for the exclave’s
code image by using the Merkle tree root hash as a code measure-
ment. When an exclave is launched, the vTPM includes the code
measurement in the PCR11 field of the attestation report. Since it
uniquely identifies the exclave code, it can be used by the auditor
to determine if an FL task was executed by the correct exclave.

7 Evaluation

We evaluate ExclaveFL to answer: (i) what is ExclaveFL’s end-to-
end training performance compared to existing solutions? (§7.2);
(ii) how does ExclaveFL scale with more data providers? (§7.3);
(iii) what is the latency breakdown of ExclaveFL? (§7.4); (iv) what
overhead does ExclaveFL’s runtime attestation add? (§7.5); (v) what
is the impact of secure storage on throughput and latency? (§7.6);
and (vi) what is the auditing overhead as ExclaveFL scales? (§7.7)

7.1 Experimental setup

Testbed. We deploy confidential VMs (CVMs) on Azure: CVMs
without GPUs run on AMD EPYC 7763v CPUs; CVMs with GPUs
run on AMD EPYC 9V84 CPUs, both with SEV-SNP and vTPM
enabled. The GPUs are NVIDIA H100 with Hopper Confidential
Computing extensions [58]. We deploy 5 CVMs (EC4as_v5) to
execute 1 model update exclave and 4 NVFlare clients; 5 CVMs
(EC8as_v5) to execute 4 DP exclaves and 1 NVFlare server; and
1 CVM (EC16as_v5) as the aggregation exclave. Training exclaves
are deployed on 4 CVMs with CPUs (DC32as_v5) or 4 CVMs with
GPUs (NCC40ads_H100_v5). Each training exclave uses an Azure
P30 data disk (200 MB/s of throughput with 5k IOPS).
Implementation.We implement ExclaveFL in Python and C++.
It uses PyTorch v2.5.0 with CUDA 12.4 for the FL tasks, Azure Guest
Attestation Library v1.0.2, and NVFlare v2.2.1 [70]. As described in
§6.3, we emulate the attestation behavior of exclaves using a vTPM
implementation [53] running on the AMD SEV-SNP platform.
Baselines.We compare ExclaveFL with two baselines: (i) NVFlare
(No security) executes each NVFlare node (server and clients) in
its own regular VM without SEV-SNP features; and (ii) NVFlare
(CVM) [28] executes each NVFlare node in its own CVM. To fa-
cilitate comparison, both NVFlare (CVM) and ExclaveFL use the
vTPM for attestation and dm-verity for secure storage.
Datasets. We use 3 public datasets: (i) Wikitext103 [50] consists of
raw text with over 100 M tokens from Wikipedia articles; (ii) NCBI-
disease [18] is a disease text mining dataset with 793 fully annotated
PubMed abstracts; and (iii) CIFAR10 [41] has annotated 32 × 32
pixel images with 50,000 training and 10,000 testing samples.
Models. We use 6 widely-used models, covering three different
categories: (i) decoder-only transformers—we use GPT-2 [66] with
124 M parameters, and a distilled version of GPT-2, DistilGPT2 [71],
with 82 M parameters; (ii) encoder-only transformers—we employ
BERT [16] with 110 M parameters, and MobileBERT [76] with 25 M
parameters; and (iii) convolutional neural networks (CNN)—we use
LeNet [43], a 5-layer CNN, and VGG9 [74], a 9-layer CNN.

7.2 End-to-end throughput

We evaluate the end-to-end performance of ExclaveFL in terms
of training throughput. We run ExclaveFL with 1 FL server and
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Figure 6: End-to-end training throughput

1 2 3 4
Number of clients

0

30K

60K

90K

120K

150K

Th
ro

ug
hp

ut
 (t

ok
en

s/
s) NVFlare (No security)

NVFlare (CVM)
ExclaveFL

(a) GPT-2

1 2 3 4
Number of clients

0

1.5K

3K

4.5K

6K

Th
ro

ug
hp

ut
 (t

ok
en

s/
s)

(b) BERT

1 2 3 4
Number of clients

0

600

1.2K

1.8K

2.4K

3K

Th
ro

ug
hp

ut
 (i

m
ag

es
/s

)

(c) VGG9

Figure 7: Throughput with different numbers of clients

4 FL clients. Each client performs model training with either a CPU
or GPU CVM, depending on the workload. After each training
round, the FL clients use the sparse vector differential privacy tech-
nique (SVT-DP) [48] to add DP noise to the locally trained model.
ExclaveFL runs each FL job for 10 rounds with federated averag-
ing (FedAvg) aggregation. We measure ExclaveFL’s performance
for our threeML categories: (i) languagemodeling; (ii) named-entity
recognition; and (iii) image classification. Fig. 6 shows the measured
throughput results.
Language modeling. In this experiment, each client has a train-
ing exclave that executes the language modeling task in a GPU
CVM (40 vCPUs; 320 GB of RAM; 1 NVIDIA H100 GPU). We train
both GPT-2 and DistilGPT2 on the Wikitext103 dataset, which is
partitioned into four subsets, one for each client.

Fig. 6a shows the training throughput. With DistilGPT2, Ex-
claveFL has a 6% overhead compared to the NVFlare (No security)

baseline; NVFlare (CVM) has a 1% overhead. With GPT-2, when
compared toNVFlare (No security), ExclaveFL andNVFlare (CVM)

incur less than 10% and around 4% overhead in training throughput,
respectively. We observe that, in both cases, ExclaveFL is slower
than NVFlare (CVM): in ExclaveFL, exclaves introduce runtime
overhead due to the runtime attestation; and the distributed deploy-
ment of exclaves adds network overhead when (de)serializing the
model and transmitting the serialized model.
Named-entity recognition. Training exclaves execute in CPU
CVMs (32 vCPUs; 128 GB of RAM). We use the MobileBERT and
BERT models on the NCBI-disease dataset, split into 4 client shards.

Fig. 6b shows the training throughput. With MobileBERT, Ex-
claveFL and NVFlare (CVM) are 5% and 4% slower than NVFlare

(No security), respectively. With BERT, ExclaveFL incurs an 8%
overhead compared to NVFlare (No security), and NVFlare (CVM)

has a 4% performance cost. We conclude that, when training Mo-
bileBERT, ExclaveFL has less performance impact compared to the

BERT training: since MobileBERT is 4.4× smaller than BERT, there
is less network communication between exclaves in ExclaveFL.
Image classification. We also execute the image classification
task with CPU CVMs under the same setup as before. Here, we use
the LeNet and VGG9 models with the CIFAR10 dataset. Since the
CIFAR10 dataset is small, we replicate it four times before sharding,
ensuring that each client has sufficient training data.

Fig. 6c shows the performance results. For VGG9 training, Ex-
claveFL and NVFlare (CVM) compared to NVFlare (No security)

incur 9% and 4% overhead, respectively. Compared to other work-
loads, ExclaveFL has a higher overhead for LeNet training: it is
11% slower than NVFlare (No security). Even with NVFlare (CVM),
LeNet training overhead is 7%. Here, the CVM overhead and Ex-
claveFL’s extra scheduling/communication impact performance.

For moderate and large models (i.e., VGG9, MobileBERT, BERT,
DistilGPT2, and GPT-2), ExclaveFL’s overhead is below 10% com-
pared toNVFlare (No security), which is slightly higher thanNVFlare
(CVM)’s overhead of up to 4%. While LeNet shows higher overhead
than other models, the overhead stays low across all models.

7.3 Scalability

Next, we investigate ExclaveFL’s scalability. We increase the num-
ber of FL clients and measure training throughput. Note that adding
FL clients results in a corresponding increase in data parallelism.
We use the same testbed settings and FL tasks as in §7.2.

First, we measure ExclaveFL’s scalability with the GPT-2 model
for language modeling (Fig. 7a). Here, we scale ExclaveFL from 1
to 4 clients, each with a GPU. With 4× the number of FL clients,
the throughput of ExclaveFL, NVFlare (CVM), and NVFlare (No

security) increases to 3.8×, 3.8×, and 3.9×, respectively.
We also consider the BERT (Fig. 7b) and VGG9 (Fig. 7c) models.

In these experiments, we increase the CPU count when scaling FL
clients. With BERT, scaling the clients 4× leads to 3.9×, 4.0×, and
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Table 2: Latency for unmodified NVFlare (No Sec) and ExclaveFL

GPT-2 BERT VGG9

Component No Sec ExFL No Sec ExFL No Sec ExFL

Training 8,387 s 8,659 s 8,745 s 9,164 s 4,195 s 4,641 s
DP 1,035 s 1,176 s 699 s 763 s 20 s 21 s
Aggregation 9 s 50 s 6 s 29 s <1 s 1 s
Model update 5 s 29 s 2 s 18 s <1 s 1 s
FL framework 1,286 s 1,983 s 883 s 1,257 s 158 s 124 s

Total 10,721 s 11,897 s 10,335 s 11,232 s 4,373 s 4,789 s

4.0× the throughput for ExclaveFL, NVFlare (CVM), and NVFlare

(No security), respectively. For VGG9, we observe that the through-
put for ExclaveFL, NVFlare (CVM), and NVFlare (No security)

increases to 3.9×, 4.0×, and 4.0×, respectively, when we quadruple
the client count. Both results show that ExclaveFL scales effec-
tively with more FL clients, similar to the baselines. Since all clients
run in parallel, runtime and I/O overheads do not accumulate.

7.4 Latency breakdown

We report ExclaveFL’s end-to-end latency in Fig. 8. While latency
is inversely related to throughput, it makes the system overhead
explicit and can be decomposed into per-component contributions.
We provide such a latency breakdown forNVFlare (No security) and
ExclaveFL in Tab. 2. Since exclaves use dm-verity-protected secure
storage, the storage overhead is included in both the end-to-end
latency results (Fig. 8) and the latency breakdown (Tab. 2).

Among all components, the training exclave dominates execution
time (97% for VGG9; 82% for BERT; 73% for GPT-2). Note that GPT-
2 trains with GPU exclaves, while VGG9 and BERT train with
CPU exclaves. Thus, the GPT-2 training task occupies a smaller
proportion of overall time.

The time spent executing the aggregation and model update ex-
claves increases linearly with model size, because the averaging/ad-
dition operations have linear time complexity. The DP exclave has
a worst-case quadratic time complexity, because the SVT-DP al-
gorithm iterates over all model parameters (potentially multiple
times) to calculate the noise and apply the noise threshold. The
total time spent on the DP, aggregation, and model update exclaves
is less than 1% for VGG9 and up to 11% for GPT-2.

The execution time for the FL framework, including the time
spent on orchestration and communication, also increases linearly
with model size. Frequent communication and orchestration make
the FL framework the second largest contributor to ExclaveFL’s
execution time: 17%, 11%, and 3% for GPT-2, BERT, and VGG9,
respectively. This overhead comes from ExclaveFL’s orchestration

of tasks that execute in exclaves: it is necessary for ExclaveFL
to deploy exclaves in separate CVMs to provide the fine-grained
runtime attestation of each exclave.

Compared toNVFlare (No security), ExclaveFL’s overhead comes
from two sources. First, running FL workloads across disaggregated
exclaves adds extra communication and orchestration overheads
that inflate the FL framework cost. These overheads are significant
for BERT and GPT-2, because these models are large. For VGG9,
the communication overhead is small.3 Second, each exclave in-
curs runtime costs from running the workload inside a CVM with
a gRPC server, together with model (de)serialization/hashing, se-
cure storage, and attestation. This appears as the per-component
overhead of ExclaveFL over NVFlare (No security) in Tab. 2.

In addition, we evaluate the overhead of ExclaveFL’s data saniti-
zation exclave, which a data provider runs prior to the FL training on
an Azure NCC40ads_H100_v5 CVM. The data sanitization exclave
uses a classification model for harmful text, granite-guardian-hap-
38m [61], to detect toxic or abusive content and then removes the
identified content to sanitize the dataset.

We measure the execution time of the data sanitization exclave
when sanitizing each data provider’sWikitext103 dataset. The result
shows that the exclave takes 257 seconds to sanitize each data
provider’s dataset, which adds 2% overhead to ExclaveFL’s GPT-
2 training. We conclude that enforcing dataset properties using
standard sanitization techniques is therefore feasible in practice.

7.5 Overhead of runtime attestation

Next, we measure the overhead due to runtime attestation. We
use a single CVM with 4 vCPUs and 16 GB of RAM to generate a
SHA-256 digest over 1 GB of input data and include the resulting
hash digest as the runtime claim in an attestation request.

We observe that, on average, creating and signing an attesta-
tion report with the vTPM takes 4 ms. This step has constant time
complexity, because both creation and signing operations take a
fixed-size hash digest as input. Generating hash digests is the most
time-consuming operation during attestation: it takes 687 ms to
calculate a SHA-256 hash over the 1 GB of input data, and the time
grows linearly with the input data size.

We also measure the attestation overhead with AMD’s PSP: the
CVM requires less than 7 ms to fetch a signed attestation report
from the PSP. Although we use vTPM attestation to emulate PSP
attestation, the performance difference between them is marginal
(under 3 ms per attestation), making it negligible compared to Ex-
claveFL’s end-to-end training time (hours).
3The residual difference is due to cloud placement noise: for NVFlare (No security),
the FL framework spends more time waiting for straggling clients.
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Table 3: Overhead of auditing

#Clients × Signature EDG Total Storage

#Rounds Verification Creation

10 × 10 26 ms 3 ms 29 ms <1 MB
10 × 100 196 ms 13 ms 209 ms 2 MB
10 × 1,000 1,886 ms 131 ms 2,017 ms 17 MB
100 × 10 218 ms 20 ms 238 ms 2 MB
100 × 100 1,802 ms 146 ms 1,948 ms 16 MB
100 × 1,000 17,404 ms 1,837 ms 19,241 ms 162 MB

7.6 Overhead of secure storage

We also explore the performance impact of ExclaveFL’s secure
storage for datasets. We mount a disk protected by dm-verity on
an Azure DC32as_v5 CVM (P30 data disk with up to 200 MB/s and
5,000 IOPS).We then use the FIO benchmark [6], which sequentially
reads data from the ext4 file system on the secure disk. We com-
pare against insecure storage as a baseline, which uses a standard
D32as_v5 VM on an unprotected Azure P30 disk.

As Fig. 9 shows, the sequential read throughput of the integrity-
protected disk is 62% lower compared to regular storage. This is due
to the cost of checking the block against the Merkle hash tree, to-
gether with CVM overhead. Latency also increases accordingly (Fig.
10): the secure storage module has 2.7× the baseline latency (re-
ported latencies include queuing time from the in-flight I/Os). The
resulting read amplification impacts both throughput and latency,
which contributes to ExclaveFL’s performance overhead.

7.7 Overhead of auditing

We evaluate the overhead that the auditing process incurs in real-
world settings, when the number of clients scales from 10 to 100,
and the number of rounds varies from 10 to 1,000. We generate
synthetic EDRs and measure the auditor’s computation and storage
overheads in a standard VM with 4 vCPUs and 16 GB of RAM.

As shown in Tab. 3, when 100 clients train for 1,000 rounds,
it takes the auditor 19 seconds to verify all EDR signatures and
construct the EDG, which is negligible in comparison to the FL
training time.4 The incurred storage cost during auditing is 162 MB.
We conclude that ExclaveFL’s auditing process introduces a small
overhead, even with a large number of clients and training rounds.

8 Related Work

Mitigating attacks in FL. Aggregation protocols can be designed
to mitigate privacy/integrity attacks in FL. Secure aggregation [9, 73]
addresses FL privacy concerns when aggregators are untrusted
through cryptographic means. For example, Bonawitz et al. [9]
implement secure aggregation using pairwise Diffie-Hellman key
agreement and t-out-of-n Shamir’s secret sharing; Sharma et al. [73]
use additive secret sharing. These protocols are complementary
to ExclaveFL, because they ensure privacy, while ExclaveFL pro-
vides verifiable integrity guarantees that the correct computation
was performed. Secure aggregation protocols could be used with
ExclaveFL to provide both privacy and integrity guarantees. Ex-
claveFL is compatible with a range of FL-specific techniques: ro-
bust aggregation [64] makes the FL training process more resilient
4Verifying each exclave signing key against its endorsement is a one-time, per-exclave
startup cost, and thus not included in the costs measured for each EDR.

against integrity attacks; Tolpegin et al. [77] detect data poisoning
attacks using outlier detection. To protect FL training against model
poisoning attacks, Krum [8] and Trimmed-mean [86] are Byzantine-
robust aggregation protocols. While such protocols require at least
a majority of trusted data providers, ExclaveFL’s verifiable claims
hold with any number of malicious participants.
Trusted execution for FL. Mo et al. [55] assume that both the FL
server and clients are honest-but-curious. They use TEEs to pre-
vent participants from observing the model during training, thus
preventing inference or data reconstruction attacks. Messaoud et
al. [52] address client-side privacy threats by protecting gradient
updates inside TEEs. Since a subset of the model layers is protected
from gradient leakage, this mitigates inference attacks. Both of the
approaches assume a weaker threat model, without ExclaveFL’s
detection of integrity attacks. CrowdGuard [69] uses TEEs for
integrity-preserving FL. In each round, data providers evaluate
the locally trained models of other data providers on their own data
inside TEEs and vote on the poisoned model. Unlike ExclaveFL,
CrowdGuard assumes TEE confidentiality, making it more vulnera-
ble to side-channel attacks. Laminator [19] and Atlas [75] use TEEs
to attest certain properties of centralized ML training and inference.
Indeed, the claims produced by ExclaveFL during FL training could
be used by Laminator when performing attested inference. With
minor modifications, both Laminator and Atlas could be adapted
to use exclaves to remove reliance on TEE confidentiality.
Ensuring integrity. Proof-carrying code [57] and model check-
ing [13] can show that code complies with integrity policies by veri-
fying it against a specification. Since ExclaveFL relies on execution
integrity, it can be combined with such approaches. Other tech-
niques enforce control-flow integrity during execution: C-FLAT [2]
and LO-FAT [15] attest intra-program control flow to ascertain the
current execution state of a single node. In contrast, ExclaveFL
attests task-level data transformations across distributed partici-
pants, allowing for verifiable claims about a final trained FL model.
While there are similarities (e.g., the use of hashes), the attesta-
tion objective is different, e.g., two FL training runs with identical
control-flow attestations could still produce different final models.

9 Conclusions

We described ExclaveFL, a new system for executing FL training
jobs that enables an auditor to verify claims about the final trained
FL model. ExclaveFL introduces exclaves as a new abstraction for
the execution of FL tasks with integrity only, which attest all per-
formed data transformations at runtime. Since executed FL tasks are
attested through exclave data records (EDRs), participants cannot
deviate from the correct FL training protocol—thus violating model
claims—without detection. Exclaves produce EDRs, which can be
combined to create an exclave dataflow graph (EDG) that spans the
entire FL job. An auditor uses the EDG to verify end-to-end claims
about the FL job. We showed that ExclaveFL can be integrated
with a state-of-the-art FL framework (NVFlare) to detect a wide
range of deviations with low runtime overhead.
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